g 8 % OFFICE OF THE SECRETARY OF
il .f PUBLIC SAFETY & HOMELAND SECURITY BB aL S

Secure Commonwealth Panel Meeting
November 19, 2015

Virginia Governor’s Office

Patrick Henry Building
1111 East Broad Street
Richmond, Virginia 23219
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Welcome and Opening Remarks
The Honorable Brian J. Moran, Chalir
Secretary of Public Safety and Homeland Security
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DATA DRIVEN DECISION MAKING

OFFICE OF THE SECRETARY OF D 3M
PUBLIC SAFETY & HOMELAND SECURITY Bt

Member Introductions
Secure Commonwealth Panel Members
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Adoption of Minutes
Secure Commonwealth Panel Members
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Update: Cyber Security Commission
Update and Recommendations

The Honorable Karen Jackson
Secretary of Technology
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Update: Health & Human Resources Sub-
Panel

Bob Mauskapf, Director of Emergency Management,
Department of Health
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Questions?
Sub Panel Support Staff Contact
Information

Dr. Dave Trump, Chief Deputy
Commissioner Public Health and
Preparedness

David. Trump@vdh.virginia.gov
804-864-7025

Bob Mauskapf, Director, Emergency
Preparedness
Bob.Mauskapf@vdh.virginia.gov
804-864-7035

Cindy Shelton, Assistant Director,
Emergency Preparedness
Cindy.Shelton@vdh.virginia.gov
804-864-7486

Jennifer Freeland

VDH State Volunteer Coordinator
Jennifer.freeland@vdh.virginia.gov
804-396-0543

Kim Allan, Operations Director
Kim.Allan@vdh.virginia.gov

804-864-7030

Suzi Silverstein, Director, Risk
Communications and education
Suzi.Silverstein@vdh.virginia.qov

840-864-7538

Kelly Parker, State Hospital
Coordinator
kelly.parker@vdh.virginia.gov
804-864-7033

General Info / Contact
http://www.vdh.virginia.gov/OEP/

i:/ VIRGINIA
DEFARTMENT
OF HEALTH

Proftecting You amd Your Enviromnment
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Update: Law Enforcement Technology Sub-
Panel

The Honorable John Watkins, Senator
Virginia General Assembly

John Bell, Deputy Chief of Police
Virginia Beach Police Department
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Secure Commonwealth Panel
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Law Enforcement Technology Sub-Panel Members
Co-Chairs: Senator John Watkins and Deputy Chief John Bell, VBPD

Brian Moran, Secretary of Public Safety
and Homeland Security

Karen Jackson, Secretary of Technology

Hassan Aden, International Association of
Chiefs of Police

Sheriff Arthur Townsend, Jr., Lunenburg
County

Lt. Col. Barry Barnard, Policy Executive
Research Forum

Aryn Frazier, University of Virginia, Black
Student Alliance

Hudaidah Bhimdi Ahmed, Virginia Asian
Advisory Board

Dana Schrad, Virginia Association of Chiefs
of Police

Nancy Parr, Virginia Association of
Commonwealth’s Attorneys

Bill Robertson, Virginia Association of
Counties

Lynda O’Connell, Virginia Center for
Policing Innovation

Vivian Sanchez-Jones, Virginia Latino
Advisory Board

Kimball Payne, Virginia Municipal League

Carmen Taylor, National Association of the
Advancement of Colored People

Jay Speer, Virginia Poverty Law Center
Col. Steve Flaherty, Virginia State Police

Tonya Chapman, Deputy Secretary of
Public Safety and Homeland Security
Professor Henry Chambers, Jr., J.D.,
University of Richmond School of Law
Chief Alfred Durham, Richmond Police
Department

Wendell Fuller, 100 Black Men of Greater
Richmond

Linda Bryant, Attorney General’s Office
Chief Michael Goldsmith, Norfolk Police
Department

Chief Douglas Middleton, Henrico Police
Department

Fran Ecker, Department of Criminal
Justice Services

Banci Tewolde, Department of Planning
and Budget

Kevin Carroll, Fraternal Order of Police
David Johnson, Indigent Defense
Commission

D.J. Smith, Virginia State Police
Association

John Jones, Virginia Sheriff’'s Association



10:00-10:15

10:15-10:30

10:30-12:15

Meetings and Agenda

Secure Commonwealth Panel

Public Safety and Homeland Security Technology Sub-panel

Tuesday, April 21, 2015
10:00 a.m. — 2:00 p.m.

Senate Room 3, Virginia State Capitol
Richmond, Virginia

Welcome/Opening Remarks
The Honorable Brian Moran
Secretary of Public Safety and Homeland Security

Co-Chairs:
The Honorable John Watkins, Senator
John Bell, Deputy Chief of Police, Virginia Beach

Introductions

Context Setting and Overview
Legislative Update
Tonya Vincent, Deputy Secretary of Public Safety and Homeland Security

Technology Representative
Dave Roberts, Senior Program Manager, IACP

Local Perspective
Chief Kelvin Wright, Chesapeake Police Department
The Honorable Nancy Parr, Commonwealth’s Attorney, City of Chesapeake

State-wide Perspective
Colonel W. Steven Flaherty, Superintendent, Virginia State Police

Constitutional and Privacy Concerns
Dr. Henry Chambers, Jr. J.D., Professor of Law, University of Richmond

12:15-1:45 Lunch/ Facilitated Discussion

Equipment, Data Storage & Data Retention

1:45-1:55 Public Comment

1:55-2:00 Closing Remarks

1:00 p.m. - 1:15 p.m.

1:15p.m. - 1:35 p.m.

1:35 p.m. - 1:55 p.m.

1:55 p.m. - 2:15 p.m.

2:15 p.m.-2:35 p.m.

2:35 p.m. —2:45 p.m.

2:45 p.m. - 4:40 p.m.

4:40 p.m. - 4:55 p.m.

4:55 p.m. - 5:00 p.m.

Secure Commonwealth Panel
Law Enforcement Technology Sub-panel

Thursday, May 7, 2015
1:00 p.m. - 5:00 p.m.

Virginia State Capitol - Senate Room 3
Richmond, Virginia

Welcome/Opening Remarks
The Honorable Brian Moran
Secretary of Public Safety and Homeland Security

Co-Chairs:
The Honorable John Watkins, Virginia State Senate

John Bell, Jr., Deputy Chief of Police, Virginia Beach Police Department

Body Worn Camera Demonstration
Lieutenant Dennis O'Keefe, Henrico County Police Division

DOJ/COPS/PERF Body Worn Camera Program Report
Hassan Aden
Director of Research and Programs, IACP

Northern Virginia Regional BWC Working Group Overview
Lt. Colonel Barry Barnard, Prince William County Police Department

Virginia Data Retention Survey Results
Dana Schrad
Executive Director, Virginia Association of Chiefs of Police

Break

Facilitated Discussion and Questions/Recommendations
Victoria Cochran

Deputy Secretary of Public Safety and Homeland Security
Public Comment

Closing Remarks

The Honorable Brian Moran
Secretary of Public Safety and Homeland Security



Meetings and Ag

Secure Comonwealth Panel
Law Enforcement Technology Sub-panel

Secure Commonwealth Panel
Wednesday, June 17, 2015 Law Enforcement Technology Sub-panel
1:00 p.m. —4:30 p.m.

Wednesday, September 15, 2015
Patrick Henry Building - East Reading Room 1:00 p.m. - 3:30 p.m.
Richmond, Virginia

1:00 p.m. - 1:10 p.m. Welcome/Opening Remarks Virginia Stf?te Capitol - S‘?n_ate Room 3
The Honorable Brian Moran Richmond, Virginia
Secretary of Public Safety and Homeland Security
Co-Chairs:
The Honorable John Watkins, Virginia State Senate
John Bell, Jr., Deputy Chief of Police, Virginia Beach Police Department 1:00 p.m. - 1:10 p.m. Welcome/Opening Remarks
. " ) The Honorable Brian Moran
1:10 p.m. - 1:15 p.m. National Takeaways from Cities at the Forefront of BWC Implementation

L Er, A ey (2] Secretary of Public Safety and Homeland Security

1:15 p.m. - 2:00 p.m. Mesa, AZ BWC Evaluation/Recommendations: Retention, Storage, Release Co-Chairs:
Challenges and Recommendations The Honorable John Watkins, Virginia State Senate
Lieutenant Harold Rankin & Lieutenant Harold Stokes John Bell, Jr., Deputy Chief of Police, Virginia Beach Police Department
2:00 p.m. - 2:20 p.m. Alexandria Perspective: Collaboration, Ethics, Redaction and Funding . . :
Brian Porter, Commonwealth’s Attorney, City of Alexandria 1:10 p.m. - 1:30 p.m. Update from the FOIA/Retention Work Group
Ed Reyes, Deputy Chief of Police, City of Alexandria Cathie Hutchins
Senior Assistant Attorney General
2:20 p.m. - 2:50 p.m. Fredericksburg Perspective: Discussion of High Profile Incidents
David Nye, Chief of Police, Fredericksburg Police Department . X . .
Labravia Jenkins, Commonwealth’s Attorney, Fredericksburg 1:30 p.m. - 1:45 p.m. _?VEN'E;W ththe Body-Worn Camera Model Policy
eresa Gooc!
2:50 p.m. -3:20 p.m. FOIA/ Privacy Work Group Update Division Director of Law Enforcement and Security Services
Maria Everette, FOIA Advisory Council Executive Director
Linda Bryant, Deputy Attorney General 2:00 p.m. - 2:20 p.m. Public Comment
3:20 p.m. -3:40 p.m. Library of Virginia
Glenn Smith, Records Management Analyst
2:20 p.m. - 3:20 p.m. Discussion and Final Recommendations
3:40 p.m. -4:20 p.m. Discussion and Recommendations
4:20 p.m. -4:30 p.m. Public Comment .
P P 3:20 p.m. -3:30 p.m. Closing Remarks
Closing Remarks The Honorable Brian Moran
The Honorable Brian Moran Secretary of Public Safety and Homeland Security

Secretary of Public Safety and Homeland Security




Law Enforcement Technology
Sub-Panel

O




The Sub-Panel recommended revisions to recommendation five to reflect concerns about lack of
involvement by stakeholders in the development of agency policies. The Sub-Panel reached consensus
on the language suggested by Chief Middleton for recommendation five. The following
recommendations were adopted by the Sub-panel with the exception of recommendation two, which is
still under consideration.

1) All localities and state agencies that purchase body-worn cameras should have a policy in place
governing their use and resulting data with regard to FOIA considerations and Library of Virginia
retention policies prior to deploying cameras in the field.

2) Localities and state agencies deploying body-worn cameras should consider implementing
recommendations from DCJS’ Body-Worn Camera Model Policy.

3) iA_\II_ officers equipped with body-worn cameras should receive training on proper use and agency
policies.

4) Localities and the Commonwealth should recognize challenges and costs associated with body-worn
cameras and pursue sustainable funding sources to support body-worn camera programs, which are
significant tools for law enforcement, citizens, the Commonwealth and localities to improve
accountability, transparency and public trust.

5) Localities and state agencies should develop their policies with input from all potential stakeholders
including, but not limited to, special interest groups, citizen groups, elected representatives, courts,
defense attorneys, judges, Commonwealth’s Attorneys, local government attorneys, school
administrators and parents. The draft policy, and ultimately the final policy, should be made available to
members of the community upon request.



The Department of Criminal Justice Services' (DCJS) Body Worn Camera Model Policy is
intended to serve as a structured template to assist law enforcement agencies that wish to
adopt a comprehensive Body Worn Camera policy.

The DCJS Body Worn Camera Model Policy additionally serves as a resource that identifies
current best practices for those agencies with existing policies.

In developing a Body Worn Camera policy law enforcement agencies may need to modify the
DCJS model policy to meet operational, staffing, and budget constraints while addressing
the perspectives of criminal justice system stakeholders and community expectations.

As with the implementation of any policy, internal discussion and consultation with any
affected stakeholders is encouraged. Since this is relatively new technology and may have
significant privacy issues, consultation with local legal counsel is strongly encouraged.

The procedural language of the model policy is separated into the following sections:

Use of Body Worn Cameras Generally
Equipment

Officer/Deputy Responsibility
Supervisor Responsibility

Privacy and Restricted Use

Access

Video Retention

The model policy was developed using language from the International Association of Chiefs of Police (IACP)
Body Worn Camera Policy and the procedural language from body worn camera policies from six Virginia law
enforcement agencies.



Questions
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Update: C-THIRA

Dr. Jeffrey Stern, State Coordinator
Virginia Department of Emergency Management

COMMONWEALTH OF VIRGINIA 17



'\ VIRGINIA DEPARTMENT OF

EMERGENCY MANAGEMENT

C-THIRA Update

Presentation to the
Secure Commonwealth Panel

November 19, 2015
Dr. Jeffrey D. Stern, State Coordinator




~_ Maximum Possible Impact for Hazard
Given Actual Conditions

=~ Maximum Probable Impact for Hazard
<= The State Capability Target
Gap

<= Current State Capability for Hazard

Impact ($, lives, etc.)

For Each Hazard Identified in C-THIRA

The C-THIRA describes how we will close this Gap and how we
intend to improve State Capability through future grants.

VIRGINIA
% DEPARTMENT
OF EMERGENCY
MANAGEMENT 19




STEP 1

|dentify Threats

and Hazards
of Concern

List of

Threats/
Hazards

VIRGINIA
ea DEPARTMENT
OF EMERGENCY
MANAGEMENT

STEP 2

Give Threats
and Hazards
Context

Context
Descriptions
for Threats/
Hazards

STEP 3

Establish
Capability
Targets

Capability
Target
Statements

STEP 4

Apply the
Results

Resource
Requirements

20



STEP 1

Identify Threats
and Hazards
of Concern

List of
Threats/
Hazards

VIRGINIA

ea DEPARTMENT

OF EMERGENCY
MANAGEMENT

Identify Threats and Hazards (Chapter 1)

e Hurricanes
 Earthquakes
» Winter storms
* Wildfires

» Avian influenza
outbreaks

» Pandemic flu
epidemics

e Coronal mass
ejections
(CME)

o Dam failures
 Radiological
events

* \ehicle-borne
improvised
explosive
devices
(VBIED)

 Improvised
nuclear devices
(IND)

» Coordinated
small groups
assaults

» Cyber attacks

21



STEP 2 Context Descriptions (Chapter 2)

Give Threats
and Hazards
Context

» Each threat/hazard is described as it
relates to the risk it presents in Virginia.

e Contextualized based on:

Context e Historical occurrence
D int _ _ .
i « Functional considerations

Hazards  Geographical considerations

VIRGINIA
ea DEPARTMENT
OF EMERGENCY
MANAGEMENT 22



STEP 3 Core Capability Targets

Establish (Chapters 3, 4, and 5)
Capability

Targets  Provides guidance on the specific types and
levels of capability that the Commonwealth is
expected to develop and sustain.

e Over 60 goals the Commonwealth intends to

Capabilit .
T';rget ! accomplish.
Statements e Goals are now more realistic and achievable.

VIRGINIA

% DEPARTMENT
OF EMERGENCY

MANAGEMENT 23




STEP4 Next Steps (Chapter 6)
Apply the

el e Enhancing collaboration between
local and state emergency managers,
first responders, federal, private, and
- non-profit partners, and our citizens.
esource

Requirements « Resource counting in the regions.

VIRGINIA
DEPARTMENT
OF EMERGENCY
MANAGEMENT 24




2015-2016
B ®, ‘% STRATEGIC ROADMAP FOR EMERGENCY MANAGEMENT IN VIRGINIA

OPERATING ENVIRONMENT & RISK SCAN (RISK=T| V| C)

bakken crude ISIL hurricanes cypersecurity flooding

ebola critical infrastructure sttebudget deficit
citizens needing assistance north anna tornados sealevelrise

CURRENT CAPABILITIES
& APPROACH

surry hampton roads UASI

GOVERNOR'S VISION FOR
EMERGENCY MANAGEMENT

2015 GOALS

LONG-TERM GOALS

GRANTS

Treated separately - SHSP,
EMPG/LEMPG, HMEP, PSGP, DP.
HMGP; limited/different strategy

DEPLOYMENT POSTURE

Richmond/NCR-centric; VDEM silos;

local & state assets independent

PROFESSIONAL DEVELOPMENT
orJ

SITUATIONAL AWARENESS
Tends toward descriptive
("this happened; happening")

TRAINING, EXERCISES, PLANS,
RESOURCES
Fragmented/competitive

QUICK, INTEGRATED
RESPONSE

STRATEGIC & SUSTAINABLE
PROGRAMS

REGIONAL CAPACITY FOR
DISASTER RESPONSE

PROFESSIONAL
DEVELOPMENT
FOR EMERGENCY
MANAGEMENT

VDEM SPECIFIC:

VERT/VEOC more towards
staffing rosters

HQ reorganization to integrate
divisional silos (Disaster Services
& Mission Support)

Distribute resources & build
regional offices

STATE-WIDE:

SHSP grant revision (stakeholder
driven & transparent)

Integrate all funding sources and
strategic needs

Count state & local assets
and establish deployment
posture and “mission packages”

GROW NON-GRANT
FUNDING SOURCES

IMPROVE GRANT SOURCE
AMOUNT
PSGP/UASI

ENSURE PROGRAMS ARE
SUSTAINABLE OVERTIME

DEFINE, BUILD & FUND
BASELINE CAPABILITIES
For CBRNE/HAZMAT,
Communications, Situational
Awareness, Alert Warning
Notifications, Incident
Management,

SAR, Planning, Fusion



OFFICE OF THE SECRETARY OF
PUBLIC SAFETY & HOMELAND SECURITY B.EMPYS ¢

Update: Secure Commonwealth Plan Revision Sub-Panel

Adam Thiel
Deputy Secretary of Public Safety and Homeland Security

COMMONWEALTH OF VIRGINIA 26



OFFICE OF THE SECRETARY OF
PUBLIC SAFETY & HOMELAND SECURITY BEAPYS ¢

Requirement (§ 2.2-222.1): Vision — A framework that is:

« Establish a plan, include: o Flexible
— Goals « Adaptable
— Proponents « Relevant

— Prescribe metrics ]
e Sustainable

e Considers rapidly evolving
threats including fiscal
constraints

COMMONWEALTH OF VIRGINIA 27
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Document Structure

o SCP Description

e The Framework Strategy

* Foundation/Background
 Virginia Risk Environment
* Implementation

COMMONWEALTH OF VIRGINIA 28



OFFICE OF THE SECRETARY OF
PUBLIC SAFETY & HOMELAND SECURITY §

Our Evolving Environment

Threats Challenges
o \Weather  Fiscal constraints
— Sea level rise e Emerging international
— Space Interest in critical
— Unusual patterns infrastructure ownership
* Cyber « Ability to quickly adapt,
e Globally connected respond
terrorism

COMMONWEALTH OF VIRGINIA 29



DATA DRIVEN DECISION MAKING

OFFICE OF THE SECRETARY OF D3M
PUBLIC SAFETY & HOMELAND SECURITY BB af.

Goals for 2016

» Goal 1: Enhance Emergency Management and Response Capabilities

» Goal 2: Strengthen Counter Terrorism and Law Enforcement Capabilities

» Goal 3: Enhance Citizen and Community Preparedness Capabilities

» Goal 4: Enhance Cyber Security Capabilities

o Goal 5: Support Health Emergency Preparedness

» Goal 6: Enhance Statewide Restoration and Recovery Capabilities

» Goal 7: Strengthen CBRNE Preparedness and Response Capabilities

» Goal 8: Protect Critical Infrastructure and Key Resources

» Goal 9: Strengthen Intelligence and Information-Sharing Capabilities

» Goal 10: Strengthen Interoperable and Emergency Communication Capabilities

COMMONWEALTH OF VIRGINIA 30
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Update: Homeland Security & Resilience Staff
Group

Adam Thiel
Deputy Secretary of Public Safety and Homeland Security

COMMONWEALTH OF VIRGINIA 31



OFFICE OF THE SECRETARY OF s v
PUBLIC SAFETY & HOMELAND SECURITY

Homeland Security
and Resilience
demand a broad,
multi-disciplinary,
multi-competency
approach

Local
Government

Non-Profit

State
Organizations

vernment

Federal
Government
Partners

A Secure &
Resilient
Virginia

Private Sector

Academic
Institutions

Advisory Panels




DATA DRIVEN DECISION MAKING

OFFICE OF THE SECRETARY OF D 3M
PUBLIC SAFETY & HOMELAND SECURITY Bl

Secretary of Public Safety and
Homeland Homeland Security
Security and Virginia’s Chief Resilience Officer
- |
Resilience '
Deputy Secretary of f
Group tone ooy s | Public Safety and | [ Fubh saiey and

Homeland Security Homeland Security

Homeland Security

DMA DFP ' VDEM |

Homeland Security and
Resilience Staff Director

Critical Resilience HS Grants

PM Coordinator

PM-Program Mana@

HS Policy Interoperability Cybersecurity

PM Infrastructure

Analyst PM PM
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Consideration of an Unmanned Systems

Operations Sub-Panel

Adam Thiel
Deputy Secretary of Public Safety and Homeland Security

COMMONWEALTH OF VIRGINIA 34



OFFICE OF THE SECRETARY OF
PUBLIC SAFETY & HOMELAND SECURITY B.ZMPSS S

Unmanned Systems Operations Sub-Panel (USO-SP)

* |dentify operational considerations for first response,
emergency management, homeland security, and
critical infrastructure protection.

COMMONWEALTH OF VIRGINIA 35



DATA DRIVEN DECISION MAKING

OFFICE OF THE SECRETARY OF D 3M
PUBLIC SAFETY & HOMELAND SECURITY

Virginia Secretary of Py i Safiety and Homeland Security

Proposed USO-SP Membership

Secretariats » Federal Agencies

— Public Safety and Homeland Security — FBI

— Technology — DHS

— Transportation - FAA

State Agencies — NASA

— VSP — USCG

— VDFP — DOD

— VDEM - FCC

— DMA e Private Sector Critical Infrastructure
— DOAV « Associations/Research

— VADOC —  Virginia Tech/Mid-Atlantic Aviation
— DOF Partnership

- SCC — Virginia Fire Chiefs Association

— Virginia Chiefs of Police
— Virginia Sheriffs Association

— Virginia Emergency Management
Association

— Virginia Association of Hazardous
Materials Response Specialists

COMMONWEALTH OF VIRGINIA 36



DATA DRIVEN DECISION MAKING

OFFICE OF THE SECRETARY OF D 3M
PUBLIC SAFETY & HOMELAND SECURITY Bt

Public Comment

COMMONWEALTH OF VIRGINIA 37
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Closing Remarks
The Honorable Brian J. Moran, Chair

COMMONWEALTH OF VIRGINIA 38
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