Secure Commonwealth Panel Meeting

December 12, 2007

The Virginia Critical Infrastructure

Protection and Resiliency Strategic Plan

(VCIPRSP)

Developed by the Secure
Commonwealth Panel, Critical
Infrastructure Sub-Panel

Focus is to enhance Critical
Infrastructure / Key Resource
(CI/KR) protection and
resiliency to ensure that
essential governmental
missions, state services, and
economic functions are
maintained in the event of a
terrorist attack, natural
disaster, or other type of
significant incident
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VCIPRSP Changes

 Document has been restructured
from previous versions

* Added Appendices —
Implementation matrices

* I[dentified agency roles and
responsibilities

VCIPRSP Organizational Structure

Chapter 1 Introduction

Chapter 2 Authorities, Roles, and Responsibilities

Chapter 3 The Protection Program Strategy : Managing Risk
Chapter 4 Organizing and Partnering for CI/KR Protection

Chapter 5 Integrating CI/KR Protection as Part of the
Commonwealth Preparedness Mission

Chapter 6 Ensuring an Effective and Efficient Program
Over the Long Term

Chapter 7 Providing Resources for the CI/KR Program

Appendix A Acronym List

Appendix B Relevant Federal and State Laws

Appendix C Commonwealth Sector-Specific Plans
Appendix D OCP Administrative Goals and Priorities Matrix
Appendix E Sector-Specific Goals and Priorities Matrix




National Framework for Homeland
Security

Commonwealth SSP's

CU/KR Preparedness
Cycle
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VCIPRSP Process

GOVERNOR

(" EXECUTIVE
ORDER 44

PN SE—
SECRETARIES

———
AGENCIES

CI/KR Sectors,
Secretariats,
and
Corresponding
Agencies and
Departments




VCIPRSP Approval Process

VCIPRSP Coordinating Draft presented today to the
SCP

Coordinating Draft will be circulated for review and
comment by Cabinet

CIP Sub-panel reviews and incorporates recommended
changes

Final document will be signed by the Governor and
Cabinet Secretaries

Living document — process for period review and
improvement

VCIPRSP Implementation

Cabinet Secretaries appoint Sector Leads for their
respective sectors

OCP chairs VCIPRSP Coordinating Council comprised
of designated Sector Leads and others

Implementation and rollout begins per the guidelines in
the VCIPRSP

SCP CIP Sub-panel Staff / OCP Staff will provide
guidance, assistance, and training

CIP Sub-panel will monitor implementation and report to
the SCP




Unity of Efforts =

Unity of Results =

A More Secure and
Better Prepared
Commonwealth
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Commonwealth Roles and

Responsibilities
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Local Government and Private Sector
Interaction in SSP Development
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